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Dear , 
 

DECISION ON YOUR ACCESS APPLICATION 
 
I refer to your application under section 30 of the Freedom of Information Act 2016 (FOI Act), 
received by ACT Health Directorate (ACTHD) on Tuesday 14 November 2023.  
 
This application requested access to:  
 

‘All Performance Reports by the Digital Solutions Division since (and including) September 
2023.’ 

 
I am an Information Officer appointed by the Director-General of ACT Health Directorate (ACTHD) 
under section 18 of the FOI Act to deal with access applications made under Part 5 of the Act. ACTHD 
was required to provide a decision on your access application by Wednesday 3 January 2024. 
 
I have identified two documents holding the information within scope of your access application. 
These are outlined in the schedule of documents included at Attachment A to this decision letter. 
 
Decisions 
I have decided to grant full access to two documents. The documents released to you are provided 
as Attachment B to this letter. 

 
In reaching my access decision, I have taken the following into account: 

• The FOI Act; 
• The contents of the documents that fall within the scope of your request; 
• The views of relevant third parties; and 
• The Human Rights Act 2004. 

 
Charges 
Processing charges are not applicable to this request. 
 
Disclosure Log 
Under section 28 of the FOI Act, ACTHD maintains an online record of access applications called a 
disclosure log. The scope of your access application, my decision and documents released to you will 
be published in the disclosure log not less than three days but not more than 10 days after the date 
of this decision. Your personal contact details will not be published. 
https://www.health.act.gov.au/about-our-health-system/freedom-information/disclosure-log. 

.
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Ombudsman review 
My decision on your access request is a reviewable decision as identified in Schedule 3 of the FOI 
Act. You have the right to seek Ombudsman review of this outcome under section 73 of the Act 
within 20 working days from the day that my decision is published in ACT Health’s disclosure log, or 
a longer period allowed by the Ombudsman. 
 
If you wish to request a review of my decision you may write to the Ombudsman at: 
 
The ACT Ombudsman 
GPO Box 442 
CANBERRA ACT 2601 
Via email: ACTFOI@ombudsman.gov.au 
Website: ombudsman.act.gov.au 
 
ACT Civil and Administrative Tribunal (ACAT) review 
Under section 84 of the Act, if a decision is made under section 82(1) on an Ombudsman review, you 
may apply to the ACAT for review of the Ombudsman decision. Further information may be obtained 
from the ACAT at: 
 
ACT Civil and Administrative Tribunal 
Allara House 
15 Constitution Avenue 
GPO Box 370 
Canberra City ACT 2601 
Telephone: (02) 6207 1740 
http://www.acat.act.gov.au/ 
 
Further assistance  
Should you have any queries in relation to your request, please do not hesitate to contact the  
FOI Coordinator on (02) 5124 9831 or email HealthFOI@act.gov.au. 
 
 
Yours sincerely, 
 

 
 
Holger Kaufmann 
Chief Information Officer 
ACT Health Directorate  
 
7 December 2023 
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1. From the Chief Information Officer 
 

The Digital Solutions Division (DSD) within ACT Health is responsible for the 
delivery of digital health capabilities across the ACT public health system 
which includes our colleagues in ACT Health, Canberra Health Services, 
North Canberra Hospital and Tresillian Queen Elizabeth II Family Centre. DSD 
also provides a range of other services to differing sub-sets of the ACT public 
health system including security, records management, concierge and 
switchboard. Our services are as wide and varied as the ACT public health 
system. 

During September we celebrated a momentous achievement, we’ve seen 
the collaboration from the data teams across ACT Health, Canberra Hospital 
and North Canberra Hospital come together to achieve the best outcome.  
We have now submitted the Emergency Department Submission and Elective Surgery Waitlist Submission 
to the Commonwealth. While we celebrate this achievement there is still some work to do in this space as 
we continue to rebuild the data reporting requirements that will have a positive impact on our health 
services for years to come.  

Over the next year, DSD has several important deliverables. Some of the more notable deliverables 
include: 

• Supporting the preparations for operational commissioning of the Critical Services Building at the 
Canberra Hospital campus 

• Participating in the planning for the new Northside Hospital   

• Data and reporting deliverables with our new systems   

• Decommissioning of the systems replaced by the Digital Health Record 

• Substantial cyber and protective security enhancements 

• Completion of the migration to digital records management across ACT Health 

• Ongoing evolution of our client service revolution to improve our service offering to the ACT 
public health system 

  

Holger Kaufmann    
Chief Information Officer and Executive Group Manager 
Digital Solutions Division, ACT Health Directorate 
 

+61 2 5124 9000 or acthealthcio@act.gov.au 

 

3



4



5



6



7



8



 
 
 
 

 

Digital Solutions Division Performance Report – September 2023 Page 9 of 38 

 

2.3. Incident Management  
An incident is defined as but not limited to an application system issue, fault, or unplanned downtime. 
DSD reports on all incidents where DSD is responsible for the service (i.e. excluding WhOG incidents 
managed and reported by DDTS).  

Any issue may be categorised as an incident by either the user reporting the issue or by a DSD team 
member working on the issue. 

Incidents are defined under four priority levels: 

Priority 1 (Critical) – Total system dysfunction and/or shut down of operations, severely impacting 
government critical services   
Priority 2 (High) – Disruption impacts effective delivery of business services of an entire site, which 
could impact other sites 
Priority 3 (Medium) – Disruption to a number of services or programs within a site, possible flow 
on to other sites  
Priority 4 (Low) – Some disruption manageable by altered operational routine in a local site, 
workarounds available  

 

For this reporting period DSD recorded 271 new incidents and a total of 267 incidents closed, both a 
significant decrease from last period. 

In this period, 90.8% of incidents were responded to within the first 30 minutes, and 69.7% of 
incidents were resolved within four hours.  

A total of 116 incidents had been raised in relation to DHR and its related business systems, the 
largest total for any business system. Two of these incidents were classified as P2 with several 
related incidents associated with them.  

108 of the DHR-related incidents consisted of P4 incidents that encompass single user or minor 
configuration issues. 

A total of 21 incidents relating to Clinical Work Devices (CWDs) had been raised this period, which 
included one P2 incident affecting all devices at the time of outage. The remaining incidents were 
classified as P4. 

Out of the 271 incidents recorded, 12 were classified as a High Priority Incident (P2). 
Of the four incidents relating to government critical systems, two were related to DHR systems and 
the other two were related to CCure. 

Of the eight business critical systems, four related to Breast Screen systems. This includes issues 
between the BIS system and the SectraPACS imaging software. Comprehensive internal reviews are 
being undertaking in part with the vendor to elevate these incidents to provide a stable and reliable 
platform.  

A summary of each of the 12 P2 incidents can be found in the table below. 
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certificate into BIS, which allowed staff to 
log into the system. 

DHR – Functions 
unavailable for 
users with 
Research Principal 
investigator sub-
template 

Staff who had been tagged with the 
Research Principal Investigator sub-
template in DHR had found that they had 
no pages to display within the system. 

It had been found that a change to the 
two sub-templates had caused the issue 
to the affected staff. 

Once the changes to the sub-templates 
were reverted the impacted staff were 
able to see the pages that they expected 
to within DHR. 
Investigation into the finer details of the 
incident are still underway.  

Partial 
outage 

3h, 39m 

DSD-384379 P2 

DHR – Unexpected 
Error appearing 
for users 

A growing issue with user sessions had 
been identified where they were 
receiving a generic error message within 
DHR whenever they tried to open PDF 
documents. Initial impact had been low, 
however slowly, more and more users 
begun seeing this issue appear in DHR. 

Investigations had determined that the 
cause of the incident was due to an 
update to Acrobat Reader within the DHR 
Citrix Session Hosts.   

The immediate resolution of the incident 
involved switching the affected session 
hosts into maintenance mode to stop 
users from accessing them and then 
turning off the updates for Acrobat for 
the remaining hosts. 
Full resolution of the incident involved 
reverting the Acrobat update on the 
affected session hosts so that they could 
be used again. 

Partial 
Outage  

13 Days, 
22h, 14m 

DSD-384561 P2 

CWD – All iOS 
devices 
disconnected from 
network 

For the duration of the outage, all iOS 
and Android devices in TCH and all iOS 
devices in NCH were unable to connect to 
the network. 

The cause of this incident had been due 
to a DDTS update that consisted of 
replacing end-of-life switches in Hume. 
There was a configuration to the switches 
that was missed that allows the Clinical 
Work Devices to connect that had caused 
the outage. 

Once identified and escalated to DDTS, 
they were able to update the 

1h, 33m DSD-385756 P2 
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configuration, resuming connectivity to 
all of the affected devices. 

BIS – Application 
Access Issues 

For the duration of the outage, data was 
not flowing from DHR to BIS. System was 
accessible however everything appeared 
empty. 

The cause of the incident had been 
determined to the embedded database 
driver on the server. 

The system admins, with the assistance 
of the vendor, resolved the incident by 
rebuilding the database and pointing it 
directly towards SQL instead of the 
embedded database. 

It will be noted that this was 
retrospectively escalated as a P2 due to 
follow-on outages with BIS that occurred 
the day after. 

Partial  
Outage 

6h, 1m  

DSD-385831 P2 

CCURE – SAS1 
Server Issues 

It had been identified between DSD and 
CHS Security that there was an increasing 
delay with accessing doors and raising 
code blues across the hospital and 
community centres. 

Through investigation it had been 
identified that the disk drive for the SAS1 
database had reached full capacity.  

An emergency downtime had been raised 
for Security to back up and purge the disk 
drive. Once this was completed, it was 
confirmed that response time to the 
doors and code blue buttons had 
returned to expected speeds. 

Partial 
Outage 

3h, 51m  

DSD-385920 P2 

SectraPACS – 
Issues retrieving 
images 

Over the course of the incident, staff 
were unable to access any image from 
the SectraPACS environment. 

An extensive investigation of the incident 
had occurred over the long weekend to 
determine the cause of the incident. 
Through these investigations it had been 
determined that the authentication keys 
were not available on the storage 
accounts, stopping the authentication 
from succeeding. 

With the assistance of Microsoft, scripts 
were run to fix the storage accounts. 
Once the short-term and archive storage 
accounts had the scripts run on them, 
images begun loading in SectraPACS.  

Varied, full 
outage 
from 
Friday to 
Monday. 
Partial 
outage 
Monday to 
Tuesday  
 
4 Days, 7h 

DSD-386181 P2 
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BIS – Messaging 
between DHR and 
BIS failing  

For the duration of the outage, all 
messages between BIS and DHR had 
stopped working. This meant that patient 
demographics were not loading and were 
unable to be updated within the system. 

The suspected root cause for this incident 
is due to a large file or query that was 
causing transactions to roll back, with the 
remaining transactions stuck on that 
same thread. This then affects all queries 
and table look ups. 

Once the table look ups were tidied and 
the server was restarted, the system 
begun working as expected. 

An investigation is still ongoing by the 
vendor to ensure that this has been 
permanently resolved and to confirm 
root cause. 

Partial 
outage 

4 Days, 5h, 
30m  

DSD-386365 P2 

CCURE – 
Emergency Data 
Maintenance 

Following on from the previous CCure 
incident, Security identified that 
resources were rapidly being consumed 
on the SAS1 server, causing the doors and 
buttons to have a delay in response. 

An emergency downtime had been 
scheduled overnight to free up resources 
and bring the system back to normal 
operation. 

The root cause for this instance is still 
uncertain and an investigation ongoing by 
DSD Security.  

TBA – 
Awaiting 
Post 
Incident 
Review 
completion 

DSD-386440 P2 
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3. Projects and Program  
3.1. Summary Overview  

The Digital Solutions Division (DSD) has a work program with 35 active projects in progress.  
The Division tiers projects from 1 to 4 in accordance with the Portfolio Delivery Framework.  
The Tier 1 projects are the most complex and Tier 4 are considered smaller and less complex. 
 
Projects that have been classified as a Tier 1 or Tier 2 are required to report monthly to the Executive 
Sponsor and Chief Information Officer. The below reporting dashboards are derived from the reports 
submitted by Project Managers for the period ending 10 September 2023.  
 
Out of the 20 major (Tier 1 and Tier 2) there are two projects tracking red. The first is the Pharmacy 
Inventory Management System (PIMS). Following the upgrade on 8 August 2023, there are still errors 
with the MerlinMAP packing module which has the potential to duplicate medication orders.  
Weekly meetings are being held with the vendor to address the issues.  
 
The second project tracking red is the Data and Reporting Remediation Project. The work around the 
Non-Admitted Patient Care and Mental Health data sets are not on track for submission by 29 September 
2023, however there are aims to seek a resubmission on 1 November 2023.  
The two risks are related to post-treatment the first is due to the size of the data quality problem not 
being know yet and the second is an unknown risk that the funding body may not agree to an acceptable 
financial mitigation strategy for a late or incomplete submission.  
 
For this reporting period, there were five new projects established which include: 
 

• Relocation of staff from Building 6 and 28 at the Canberra Hospital  
• Rhapsody Cutover  
• Electrical Distribution Boards  
• Data and Reporting Remediation Project  
• Nuclear Medicine Equipment Upgrade  

 
Further details on each of the new projects can be found on the Digital Solutions Division Portfolio 
Dashboard below.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

19



 
 
 
 

 

Digital Solutions Division Performance Report – September 2023 Page 20 of 38 

 

3.1. Digital Solutions Divisions Portfolio Dashboard  
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3.2. Data and Reporting Remediation Project Status Report 
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3.3. Critical Communications Infrastructure Upgrades at ACT Public 
Hospitals - Distributed Antenna Systems 
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3.4. Notifiable Diseases Management System Status Report  
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3.5. Pharmacy Inventory Management System Status Report  
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3.6. Identity Governance Status Report  
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3.7. Embedding a Positive Safety Culture  
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3.8. Environmental Monitoring System  
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4. Cyber Security  
4.1. Cyber Incidents  
Details of security related incidents, investigations and requests for information are not shared broadly 
across directorates due to privacy reasons, however statistics for ACT Health and Canberra Health 
Services are below.  

The information in this section has been updated with the latest information provided from the DDTS 
Cyber Security Report April – June 2023.  

For this reporting period DSD (including our vendors including NTT) have no recorded successful cyber 
attacks on our system and infrastructure. 

Investigations and Requests for information (1)  

Date Reference Investigation/RFI Directorate Status 
17/05/2023 SEC-IST-23-123  E-discovery: Email HD  Closed - Fully Resolved  

  Incidents (1) 

Date Reference Incident Type Directorate Status 
19/06/2023  SEC-IST-23-143  Account 

Compromised   
HD  Closed - Fully Resolved  

 

4.2. Operational Security Updates 
4.2.1. Essential 8 maturity level  

The ACT Health’s Health Enclave has been established for several months now and work is still 
ongoing to ensure the Enclave meets all Essential 8 elements for hosting. Work is actively ongoing 
to achieve the minimum maturity level of one and above across all the Essential 8 elements for 
hosting.  

4.2.2. Privileged Account Management  

DSD is in the process of implementing Beyond Trust’s Privileged Account Management (PAM) 
solution within the Health Enclave. The benefits of this solution include the management of 
privileged accounts, vendor session monitoring/recording and password vault capabilities.  
The PAM solution is now live, and 41 systems have been onboarded. The ACTHD cyber team is 
continuing to work with the ACTHD Tech team and system administrators to continue onboarding 
systems and removing individual administrator accounts for system administrators.  

4.2.3. Network and device visibility  

The Forescout and Medigate tools have been beneficial to provide visibility over the various ACT 
Health networks such as Pathology, Medical Imaging, Devices, Security and Radiation oncology.  
The security team work proactively with DDTS and CHS to remediate any vulnerabilities that may 
arise. Forescout and Medigate devices have been impacted by the network modernisation project 
at CHS, which has resulted in the data feeds to break. The ACT Health Cyber team are working 
with the DDTS networks team to remediate the data feed issues.  
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1. From the Chief Information Officer 
 

The Digital Solutions Division (DSD) within ACT Health is responsible for the 

delivery of digital health capabilities across the ACT public health system 

which includes our colleagues in ACT Health, Canberra Health Services, 

North Canberra Hospital and Tresillian Queen Elizabeth II Family Centre.  

DSD also provides a range of other services to differing sub-sets of the ACT 

public health system including security, records management, concierge and 

switchboard. Our services are as wide and varied as the ACT public health 

system. 

Our teams were busy throughout October undertaking rigorous testing on 

the build that has been completed in preparation for the next version 

update of the DHR. The testing occurs in three stages which is compromised of dedicated application 

testing, then moving to integrated testing to ensure workflows are working as expected across the entire 

system. The last stage of our testing is the most important, which is the user acceptance testing to ensure 

our end users endorse the new build that we have provided prior to moving it into production.  

This is a process that occurs bi-annually to maintain an up-to-date solution of the DHR.  

These updates sometimes may include backend system changes which may not be visible to our end 

users; we also provide improved system functionality to ensure we are continually improving the digital 

health experience across the ACT Public Health system.  

Over the next year, DSD has several important deliverables. Some of the more notable deliverables 

include: 

• Supporting the preparations for operational commissioning of the Critical Services Building at the 

Canberra Hospital campus 

• Participating in the planning for the new Northside Hospital   

• Continuing to build of data and reporting deliverables with our new systems   

• Decommissioning of the systems replaced by the Digital Health Record 

• Substantial cyber and protective security enhancements 

• Completion of the migration to digital records management across ACT Health 

• Ongoing evolution of our client service revolution to improve our service offering to the ACT 

public health system 

  

Holger Kaufmann    

Chief Information Officer and Executive Group Manager 

Digital Solutions Division, ACT Health Directorate 
 

+61 2 5124 9000 or acthealthcio@act.gov.au 
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entry doors to facilities.  

Once DSD Security updated the parameter 
to only impact nominated actions, the 
doors were once again accessible. 

AMS/Instrument 
Manager - System 
not transmitting 
results to DHR 

For the duration of the outage all 
integrations in Instrument Manager were 
not working. This primarily impacted the 
ability to send results from AMS to DHR.  

The cause of this had been due to 
Instrument Manager’s secondary server 
not having a valid activation key. 
Instrument Manager failed over to its 
secondary server as part of the Monthly 
NTT Patching, leading to the outage. 

With the assistance of Level 3 support the 
activation key had been assigned to and 
validated on the secondary server. 

Partial 
Outage 

3h, 29m  

DSD-391241 P2 

Unable to log into 
Sectra PACS 

For the duration of the outage staff were 
unable to access the Sectra PACS system. 
This meant that staff were unable to 
process or view breast screening images. 

This had been caused by a loss of 
connection between the Application 
server and the servers managed by the 
vendor. The connection had been lost 
when the Sectra PACs server failed over as 
part of the monthly NTT Patching. 

The resolution of the incident involved 
rebooting the vendor-managed servers, 
which reestablished connectivity to the 
App server. 

3h, 9m DSD-391305 P2 

CCure - Electronic 
Access Control 
Issues 

For the duration of the outage messaging 
sent from the SAS1 server was not going 
out to doors. Messaging to the server, 
such as duress alerts, were working as 
expected. 

The cause of this is still under 
investigation by DSD Security and the 
vendor. 

This incident had been resolved by 
restarting the SAS1 server. 

Partial 
Outage 
17h,14m 

DSD-394140 P2 
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new NTT physical data 

stores 

20/09/2023 23/11/2023 DSD-382138 
Agfa PACS 

AGFA Oracle Linux 

Patching 

(CHG0169002) 

Scheduled 

20/09/2023 22/11/2023 DSD-382130 
Agfa PACS 

AGFA Update Virtual 

Server Infrastructure 

6.0u3 --> 6.5u3u 

(CHG0170678) 

Scheduled 

20/09/2023 TBC DSD-381614 
Multiple 

CHWC Building 11 - 1.2 

Communications Room 

Switch Upgrade 

In Progress 

20/09/2023 TBC DSD-381178 
Multiple 

CHWC Building 11 - 3.2 

Communications Room 

Switch Upgrade 

In Progress 
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3. Projects and Program  
3.1. Summary Overview  

The Digital Solutions Division (DSD) has a work program with 36 active projects in progress.  
The Division tiers projects from 1 to 4 in accordance with the Portfolio Delivery Framework.  
The Tier 1 projects are the most complex and Tier 4 are considered smaller and less complex. 
 
Projects that have been classified as a Tier 1 or Tier 2 are required to report monthly to the Executive 
Sponsor and Chief Information Officer. The below reporting dashboards are derived from the reports 
submitted by Project Managers for the period ending 15 October 2023.  
 
Out of the 21 major (Tier 1 and Tier 2) there are three projects tracking red. The first is the Pharmacy 
Inventory Management System (PIMS). Following a fix that was installed on the 11 October 2023, another 
error has been identified with the packaging module. There are ongoing discussions occurring to progress 
components of MerlinMAP that are yet to be delivered.   
The second project is the North Canberra Hospital OneID and Electronic Access Control (EACS) 
Replacement. The forecasted completion is now expected in March 2024 due to the impacts of the 
theatre fires and onsite asbestos. The last project tracking red is the Data and Reporting Remediation 
Project. The work around the Non-Admitted Patient Care and Mental Health data sets are not on track for 
submission by 29 September 2023, however there are aims to seek a resubmission on 1 November 2023.  
The two risks are related to post-treatment the first is due to the size of the data quality problem not 
being know yet and the second is an unknown risk that the funding body may not agree to an acceptable 
financial mitigation strategy for a late or incomplete submission.  
 
For this reporting period, there were three new projects established which include: 
 

• Decant of staff from The Canberra Hospital building’s 6, 17 and 23 
• Infusion (IV) Pumps  
• DHR Upgrade to Hyperdrive  

 
There was one project closed during this reporting period, which was the North Canberra Hospital Philips 
Monitor Replacement. This work was delivered successfully by the Digital Data and Technology Solutions 
Technical Team as a part of a BAU process.   
 
Further details on each of the new projects can be found on the Digital Solutions Division Portfolio 
Dashboard below.  
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3.1. Digital Solutions Divisions Portfolio Dashboard  
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3.2. Data and Reporting Remediation Project Status Report 
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3.4. Notifiable Diseases Management System Status Report  
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3.5. Pharmacy Inventory Management System Status Report  
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3.6. Identity Governance Status Report  
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3.7. Embedding a Positive Safety Culture  
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3.8. Environmental Monitoring System  
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4. Cyber Security  
4.1. Cyber Incidents  

Details of security related incidents, investigations and requests for information are not shared 

broadly across directorates due to privacy reasons, however statistics for ACT Health and Canberra 

Health Services are below.  

The information in this section has been updated with the latest information provided from the DDTS 

Cyber Security Report July – September 2023.  

For this reporting period DSD (including our vendors including NTT) have no recorded successful 

cyber attacks on our system and infrastructure. 

  Incidents (3) 

Date Reference Incident Type Directorate Status 

 02/07/2023   SEC-IST-23-182 Phishing   HD  Closed - Fully Resolved  

 03/07/2023  SEC-IST-23-163  Account 
Compromised   

HD Closed - Fully Resolved  

 06/07/2023  SEC-IST-23-156  Phishing   HD Closed - Fully Resolved  
 

4.2. Operational Security Updates 

4.2.1. Essential 8 maturity level  

The ACT Health’s Health Enclave has been established for several months now and work is still 

ongoing to ensure the Enclave meets all Essential 8 elements for hosting. Work is actively ongoing 

to achieve the minimum maturity level of one and above across all the Essential 8 elements for 

hosting.  

4.2.2. Privileged Account Management  

Beyond Trust’s Privileged Account Management (PAM) solution within the Health Enclave.  

The benefits of this solution include the management of privileged accounts, vendor session 

monitoring/recording and password vault capabilities. A total of 46 Systems have now been 

onboarded into the PAM solution. 

The ACTHD Cyber Team DSD are continuing to work with the team across DSD to continue 

onboarding systems and removing individual administrator accounts for system administrators. 

4.2.3. Network and device visibility  

The Forescout and Medigate tools have been beneficial to provide visibility over the various ACT 

Health networks such as Pathology, Medical Imaging, Devices, Security and Radiation oncology.  

The security team work proactively with DDTS and CHS to remediate any vulnerabilities that may 

arise. Forescout and Medigate devices have been impacted by the network modernisation project 

at CHS, which has resulted in the data feeds to break. The ACT Health Cyber team are working 

with the DDTS networks team to remediate the data feed issues.  
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