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Dear , 
 

DECISION ON YOUR ACCESS APPLICATION 
 
I refer to your application under section 30 of the Freedom of Information Act 2016 (FOI Act), 
received by ACT Health Directorate (ACTHD) on Monday 10 July 2023.   
 
This application requested access to:  
 

‘All Performance Reports by the Digital Solutions Division since February 2023’ 
 
I am an Information Officer appointed by the Director-General of ACT Health Directorate (ACTHD) 
under section 18 of the FOI Act to deal with access applications made under Part 5 of the Act. ACTHD 
was required to provide a decision on your access application by Monday 21 August 2023.  
 
I have identified five documents holding the information within scope of your access application. 
These are outlined in the schedule of documents included at Attachment A to this decision letter.   
 
Decisions 
I have decided to grant full access to five documents. The documents released to you are provided 
as Attachment B to this letter. 
 
In reaching my access decision, I have taken the following into account: 

 The FOI Act; 
 The contents of the documents that fall within the scope of your request; and 
 The Human Rights Act 2004. 

 
Charges  
Processing charges are not applicable to this request. 
 
Disclosure Log  
Under section 28 of the FOI Act, ACTHD maintains an online record of access applications called a 
disclosure log. The scope of your access application, my decision and documents released to you will 
be published in the disclosure log not less than three days but not more than 10 days after the date 
of this decision. Your personal contact details will not be published. 
https://www.health.act.gov.au/about-our-health-system/freedom-information/disclosure-log.  
 
Ombudsman review 
My decision on your access request is a reviewable decision as identified in Schedule 3 of the FOI 
Act. You have the right to seek Ombudsman review of this outcome under section 73 of the Act 

.

.



within 20 working days from the day that my decision is published in ACT Health’s disclosure log, or 
a longer period allowed by the Ombudsman. 

 
If you wish to request a review of my decision you may write to the Ombudsman at: 
 
The ACT Ombudsman 
GPO Box 442 
CANBERRA ACT 2601 
Via email: ACTFOI@ombudsman.gov.au 
Website: ombudsman.act.gov.au 
 
ACT Civil and Administrative Tribunal (ACAT) review 
Under section 84 of the Act, if a decision is made under section 82(1) on an Ombudsman review, you 
may apply to the ACAT for review of the Ombudsman decision. Further information may be obtained 
from the ACAT at: 

 
ACT Civil and Administrative Tribunal 
Level 4, 1 Moore St 
GPO Box 370 
Canberra City ACT 2601 
Telephone: (02) 6207 1740 
http://www.acat.act.gov.au/ 
 
Further assistance  
Should you have any queries in relation to your request, please do not hesitate to contact the  
FOI Coordinator on (02) 5124 9831 or email HealthFOI@act.gov.au. 
 
 
Yours sincerely, 
 
 
 
 
Holger Kaufmann 
Chief Information Officer  
ACT Health Directorate  
 
1st August 2023  



 

FREEDOM OF INFORMATION SCHEDULE OF DOCUMENTS 

Please be aware that under the Freedom of Information Act 2016, some of the information provided to you will be released to the public through the ACT 
Government’s Open Access Scheme. The Open Access release status column of the table below indicates what documents are intended for release online 
through open access.  
Personal information or business affairs information will not be made available under this policy.  If you think the content of your request would contain 
such information, please inform the contact officer immediately. 
Information about what is published on open access is available online at: http://www.health.act.gov.au/public-information/consumers/freedom-
information 

 

APPLICANT NAME  WHAT ARE THE PARAMETERS OF THE REQUEST FILE NUMBER 

 ‘All Performance Reports by the Digital Solutions Division since February 2023’ ACTHDFOI23-24.03 

 

Ref 
Number 

Page 
Number Description Date Status Decision Factor Open Access 

release status 

1.  1 – 32 Digital Solutions Division Performance Report 
February 2023 27 March 2023 Full Release  YES 

2.  33 – 66 Digital Solutions Division Performance Report 
March 2023 26 April 2023 Full Release  YES 

3.  67 – 101 Digital Solutions Division Performance Report 
April 2023 23 May 2023 Full Release  YES 

4.  102 – 140 Digital Solutions Division Performance Report 
May 2023 14 June 2023 Full Release  YES 

5.  141 – 168 Digital Solutions Division Performance Report 
June 2023 19 July 2023 Full Release  YES 

Total Number of Documents 

5 

.
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1. From the Chief Information Officer

The Digital Solutions Division (DSD) within ACT Health is responsible for the 
delivery of digital health capabilities across the ACT public health system 
which includes our colleagues in ACT Health, Calvary Public Hospital Bruce, 
Canberra Health Services and Tresillian Queen Elizabeth II Family Centre. 
DSD also provides a range of other services to differing sub-sets of the ACT 
public health system including security, records management, concierge and 
switchboard. Our services are as wide and varied as the ACT public health 
system.

The focus for the month of January 2023 was on stabilising our systems, 
continuing to work on issues raised from the implementation of the Digital 
Health Record (DHR). There was also significant work in training the large intakes of staff across the public 
health system,

The Division has also commenced transitioning staff into the new Divisional reporting structures to 
support systems and infrastructure ongoing. It has been wonderful to see how enthusiastic staff are to be 
trained in new systems and processes

Over the next year, DSD has several important deliverables. Some of the more notable deliverables 
include:

Upgrades for the Digital Health Record

Supporting the preparations for operational commissioning of the Critical Services Building at the 
Canberra Hospital campus

Data and reporting deliverables with our new systems

Decommissioning of the systems replaced by the Digital Health Record

Substantial cyber and protective security enhancements

Completion of the migration to digital records management across ACT Health

Ongoing evolution of our client service revolution to improve our service offering to the ACT 
public health system

Sandra Cook  
A/g Chief Information Officer and Executive Group Manager
Digital Solutions Division, ACT Health Directorate

+61 2 5124 9000 or HealthCIO@act.gov.au
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3. Projects and Program  
3.1. Summary Overview  

The Digital Solutions Division (DSD) has a work program with 24 active projects in progress.  
The Division tiers projects from 1 to 4 in accordance with the Portfolio Delivery Framework.  
The Tier 1 projects are the most complex and Tier 4 are considered smaller and less complex. 
 
Projects that have been classified as a Tier 1 or Tier 2 are required to report monthly to the Executive 
Sponsor and Chief Information Officer. The below reporting dashboards are derived from the reports 
submitted by Project Managers for the period ending 12 February 2023.  
 
From the 17 major (Tier 1 and Tier 2) there are 2 project tracking red which is the Digital Health Record 
Business intelligence and Data Project. This is due to schedule delays and risks/issues with unplanned 
complex transformations. The other is this Pharmacy Inventory Management System (PIMS) which has 
been escalated to red by the Project Board in accordance with the Project Tolerance Guidelines. Funding 
sources to progress with Phase 2 of the PIMS project are being investigated. 
 
During this reporting period there were 4 projects closed, 3 of these were successfully delivered which 
included the Critical Communications project, Clinical Patient Folder (CPF) V4-2 Upgrade and the My 
Meals System Upgrade. The TechLauncher Clinical Trials Administration System project closed due to 
being dormant for over two years.  
 
There was 1 new project established which will see the implementation of an Identity Governance 
Solution in the Health Enclave to manage identity and systems in addition to providing enhanced auditing 
capabilities. It is envisaged that this solution will also have an integration into HR platforms that will 
streamline administrative processes.  
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3.1. Digital Solutions Divisions Portfolio Dashboard  
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4. Digital Health Record (DHR)  
4.1. Digital Health Record Program Report  
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4.3. Digital Health Record Business Intelligence and Data Project 
Report  
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4.4. Digital Health Record Business Technical Project  
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5. Cyber Security  
5.1. Cyber Incidents  
Details of security related incidents, investigations and requests for information are not shared broadly 
across directorates due to privacy reasons, however statistics for ACT Health and Canberra Health 
Services are below.  

The statistics in the cyber security section are supplied by DDTS quarterly therefor there is no new data 
available to update this report.  

For this reporting period DSD (including our vendors including NTT) have no recorded successful cyber 
attacks on our system and infrastructure. 

 

Investigations and Requests for information 

Date Reference Investigation/RFI Directorate Status 
06/12/2022  SEC-IST-22-192  E-discovery: Email  HD  Closed - Fully Resolved  
06/12/2022  SEC-IST-22-191  E-discovery: Email  HD  Closed - Fully Resolved  
07/11/2022  SEC-IST-22-179  E-discovery: Email  HD  Closed - Fully Resolved  

  Incidents (2) 

Date Reference Incident Type Directorate Status 
13/12/2022  SEC-IST-22-194  Account 

Compromise  
HD  Closed - Fully Resolved  

25/10/2022  SEC-IST-22-168  Phishing  HD  Closed - Fully Resolved  
 

5.2. Operational Security Updates 

5.2.1. Essential 8 maturity level  

ACT Health has undertaken considerable work to establish the Health Enclave, which has enabled 
us to meet all the Essential 8 elements for hosting. The current maturity levels vary between level 
zero and three, however, ACT Health is on target to achieve a minimum of maturity level two across 
all the Essential 8 elements for hosting by mid 2023. 

At a Whole of Government level, DDTS have a plan to reach maturity level one (the base level) over 
the coming years. Until DDTS reach a similar level of maturity in this space to that in the Health 
Enclave, this will continue to pose a significant security risk to our services and infrastructure.  

 

5.2.2. Privileged Account Management  

solution within the Health Enclave. The benefits of this solution include the management of 
privileged accounts, vendor session monitoring/recording and password vault capabilities.  
The PAM solution is now live with multiple systems now being access this way.  
The cyber team is working with the Tech team and system administrators to continue onboarding 
systems and removing individual administrator accounts for system administrators.  
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5.2.3. Network and device visibility  

DSD have had ForeScout eyeSight and Medigate implemented for several months now.  
These tools have been beneficial to provide visibility over the various ACT Health networks such 
as Pathology, Medical Imaging, Devices, Security and Radiation oncology.  
The security team work proactively with DDTS and CHS to remediate any vulnerabilities that may 
arise. Forescout and Medigate have been impacted by the network modernisation project at CHS, 
which has resulted in the data feeds to break. The Cyber team is working with the DDTS network 
team to restore connectivity so that network visibility is established.  

 

5.2.4. Enabling port security on network switches (802.1X) 

DDTS are implementing port level security (802.1X) across the ACTGOV network. 802.1X will 
improve the security posture of the ACTGOV network by preventing unauthorised devices from 
being connected. DSD have worked with DDTS to update all ACTHD network switches to 802.1x 
and are actively working with CHS to enable port security across CHS as part of the DDTS network 
modernisation project in 2022. Resource constraints within DDTS and hospital capacity issues 
within CHS are limiting the progress of this essential work, however plans are in place to 
accelerate this work in early 2023. 

 

5.2.5. Network Monitoring and Segmentation  

DSD has formed a working group with DDTS Security and DDTS Networks to explore network 
segmentation for health systems. This working group exp
networks, limitations of current technologies used across ACTGOV and future requirements. This 
work will continue with the inclusion of the CHS CIO with the aim to implement improved 
network segmentation along with t
progressed as a broader project, however, it is being addressed as new systems are being brought 
online or migrated to the Health Enclave. 

 

5.2.6. Personnel Security 

We continue to engage the Australian Government Security Vetting Agency (AGSVA) through the 
Justice and Community Safety Directorate to assess various staff within DSD to a Negative Vetting 
Level 1 (NV1).  

The staff that are being vetted are positions of trust and include staff that have elevated/admin 
access to multiple critical systems, can access and extract large amounts of sensitive data, have 
access to the data centres (which require an NV1 clearance) and other activities related to 
protective security functions.  

There are approximately 340 staff that are fully vetted and roughly 25 staff that are in the process 
of being vetted.  
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1. From the Chief Information Officer

The Digital Solutions Division (DSD) within ACT Health is responsible for the 
delivery of digital health capabilities across the ACT public health system 
which includes our colleagues in ACT Health, Calvary Public Hospital Bruce, 
Canberra Health Services and Tresillian Queen Elizabeth II Family Centre. 
DSD also provides a range of other services to differing sub-sets of the ACT 
public health system including security, records management, concierge and 
switchboard. Our services are as wide and varied as the ACT public health 
system.

The focus for the month of March 2023 was around finalising our transition 
to business as usual. This involved the staff within the division transitioning
into their new reporting structures. Another big highlight for the division was the official closure of the 
DHR Program which was on the 24 March 2023. 
Our teams are continuing to work hard to support the Health Services with their transition to the DHR. 
We conducted many post live visits over several days across the services which involved onsite visits with
our teams.

Over the next year, DSD has several important deliverables. Some of the more notable deliverables 
include:

Two formal upgrades for the Digital Health Record alongside monthly special updates and weekly 
system changes.

Supporting the preparations for operational commissioning of the Critical Services Building at the 
Canberra Hospital campus

Participating in the planning for the new Northside Hospital  

Data and reporting deliverables with our new systems

Decommissioning of the systems replaced by the Digital Health Record

Substantial cyber and protective security enhancements

Completion of the migration to digital records management across ACT Health

Ongoing evolution of our client service revolution to improve our service offering to the ACT 
public health system

Sandra Cook  
A/g Chief Information Officer and Executive Group Manager
Digital Solutions Division, ACT Health Directorate

+61 2 5124 9000 or HealthCIO@act.gov.au
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Testing ongoing. 

This change ticket was 
closed on 20/04/2023, a 
new request will be 
presented to CCB in due 
course.  

14/12/2022 TBC DSD-
289058 

AETHER 
RHAPSODY 
(DHR) 

Migration from AETHER 
to Rhapsody. 

In Progress 

08/02/2023  27/04/023 DSD-
305060 

DHR Enabling application 
whitelisting 
enforcement mode on 
ACT Health production 
Servers 

In Progress - 
Ongoing 

 

 

 

46



47



48



 

Digital Solutions Division Performance Report  March 2023  Page 17 of 34 

 

3. Projects and Program  
3.1. Summary Overview  

The Digital Solutions Division (DSD) has a work program with 25 active projects in progress.  
The Division tiers projects from 1 to 4 in accordance with the Portfolio Delivery Framework.  
The Tier 1 projects are the most complex and Tier 4 are considered smaller and less complex. 
 
Projects that have been classified as a Tier 1 or Tier 2 are required to report monthly to the Executive 
Sponsor and Chief Information Officer. The below reporting dashboards are derived from the reports 
submitted by Project Managers for the period ending 12 March 2023.  
 
As reported from the previous reporting period there are still there 2 project tracking red from the 17 
major (Tier 1 and Tier 2). These are the Digital Health Record Business intelligence and Data Project.  
This is due to schedule delays and risks/issues with unplanned complex transformations.  
The other is this Pharmacy Inventory Management System (PIMS) which has been escalated to red by the 
Project Board in accordance with the Project Tolerance Guidelines.  
Funding sources to progress with Phase 2 of the PIMS project are being investigated. 
 
During this reporting period there were 2 projects closed as they were both successfully delivered.  
The first was phase two of the Power Billing and Revenue Collection (PBRC). This project established an 
integration between the DHR, Pathology and Dental Billing.  
The second project delivered was the Food Safety Monitoring System which is a SaaS solution, to manage 
temperature monitoring and food handing tasks for CHS Food Services to obtain HACCP Certification.  
 
There were 3 new projects recently established these include a relocation of a distribution centre for  
CHS Supply which includes ICT components.  
Secondly embedding a Positive Safety Culture that will look to modernise and update the nurse call 
systems across Canberra Health Services and potentially Calvary Public Hospital Bruce.  
The last project is for Digital Solutions Division to deliver the ICT components for the construction of a 
Residential Care Unit at Coombs.  
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3.1. Digital Solutions Divisions Portfolio Dashboard  
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4. Digital Health Record (DHR)  
4.1. Digital Health Record Program Report  
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4.2. Digital Health Record Implementation Report  
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4.3. Digital Health Record Business Intelligence and Data Project 
Report  
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4.4. Digital Health Record Business Technical Project  
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5. Cyber Security  
5.1. Cyber Incidents  
Details of security related incidents, investigations and requests for information are not shared 
broadly across directorates due to privacy reasons, however statistics for ACT Health and Canberra 
Health Services are below.  

The statistics in the cyber security section are supplied by DDTS quarterly therefor there is no new 
data available to update this report.  

For this reporting period DSD (including our vendors including NTT) have no recorded successful 
cyber attacks on our system and infrastructure. 

 

Investigations and Requests for information 

Date Reference Investigation/RFI Directorate Status 
06/12/2022  SEC-IST-22-192  E-discovery: Email  HD  Closed - Fully Resolved  
06/12/2022  SEC-IST-22-191  E-discovery: Email  HD  Closed - Fully Resolved  
07/11/2022  SEC-IST-22-179  E-discovery: Email  HD  Closed - Fully Resolved  

  Incidents (2) 

Date Reference Incident Type Directorate Status 
13/12/2022  SEC-IST-22-194  Account 

Compromise  
HD  Closed - Fully Resolved  

25/10/2022  SEC-IST-22-168  Phishing  HD  Closed - Fully Resolved  
 

5.2. Operational Security Updates 

5.2.1. Essential 8 maturity level  

ACT Health has undertaken considerable work to establish the Health Enclave, which has enabled 
us to meet all the Essential 8 elements for hosting. The current maturity levels vary between level 
zero and three, however, ACT Health is on target to achieve a minimum of maturity level two 
across all the Essential 8 elements for hosting by mid 2023. 

At a Whole of Government level, DDTS have a plan to reach maturity level one (the base level) 
over the coming years. Until DDTS reach a similar level of maturity in this space to that in the 
Health Enclave, this will continue to pose a significant security risk to our services and 
infrastructure.  

 

5.2.2. Privileged Account Management  

solution within the Health Enclave. The benefits of this solution include the management of 
privileged accounts, vendor session monitoring/recording and password vault capabilities.  
The PAM solution is now live with multiple systems now being access this way.  
The cyber team is working with the Tech team and system administrators to continue onboarding 
systems and removing individual administrator accounts for system administrators.  
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5.2.3. Network and device visibility  

DSD have had ForeScout eyeSight and Medigate implemented for several months now.  
These tools have been beneficial to provide visibility over the various ACT Health networks such 
as Pathology, Medical Imaging, Devices, Security and Radiation oncology.  
The security team work proactively with DDTS and CHS to remediate any vulnerabilities that may 
arise. Forescout and Medigate have been impacted by the network modernisation project at CHS, 
which has resulted in the data feeds to break. The Cyber team is working with the DDTS network 
team to restore connectivity so that network visibility is established.  

 

5.2.4. Enabling port security on network switches (802.1X) 

DDTS are implementing port level security (802.1X) across the ACTGOV network. 802.1X will 
improve the security posture of the ACTGOV network by preventing unauthorised devices from 
being connected. DSD have worked with DDTS to update all ACTHD network switches to 802.1x 
and are actively working with CHS to enable port security across CHS as part of the DDTS network 
modernisation project in 2022. Resource constraints within DDTS and hospital capacity issues 
within CHS are limiting the progress of this essential work, however plans are in place to 
accelerate this work in early 2023. 

 

5.2.5. Network Monitoring and Segmentation  

DSD has formed a working group with DDTS Security and DDTS Networks to explore network 
segmentation for health systems. This working group exp
networks, limitations of current technologies used across ACTGOV and future requirements. This 
work will continue with the inclusion of the CHS CIO with the aim to implement improved 
network segmentation along with t
progressed as a broader project, however, it is being addressed as new systems are being brought 
online or migrated to the Health Enclave. 

 

5.2.6. Personnel Security 

We continue to engage the Australian Government Security Vetting Agency (AGSVA) through the 
Justice and Community Safety Directorate to assess various staff within DSD to a Negative Vetting 
Level 1 (NV1).  

The staff that are being vetted are positions of trust and include staff that have elevated/admin 
access to multiple critical systems, can access and extract large amounts of sensitive data, have 
access to the data centres (which require an NV1 clearance) and other activities related to 
protective security functions.  

There are approximately 340 staff that are fully vetted and roughly 25 staff that are in the process 
of being vetted.  
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1. From the Chief Information Officer
 

The Digital Solutions Division (DSD) within ACT Health is responsible for the delivery of digital health 
capabilities across the ACT public health system which includes our colleagues in ACT Health, Calvary 
Public Hospital Bruce, Canberra Health Services and Tresillian Queen Elizabeth II Family Centre. DSD also 
provides a range of other services to differing sub-sets of the ACT public health system including security, 
records management, concierge and switchboard. Our services are as wide and varied as the ACT public 
health system. 

The month of April from a statistical perspective was much steadier compared to recent months. 
Although in the background the team have still been working hard. Work is underway on new projects as 
the division continues to work towards our goals of delivering against the Digital Health Strategy 2019-
2029.  

In addition to this the team have also been working to implement the first major upgrade for the Digital 
Health Record (DHR). The update is planned to occur on Wednesday 24 May 2023.  

 

Over the next year, DSD has several important deliverables. Some of the more notable deliverables 
include: 

 Two formal upgrades for the Digital Health Record alongside monthly special updates and weekly 
system changes. 

 Supporting the preparations for operational commissioning of the Critical Services Building at the 
Canberra Hospital campus 

 Participating in the planning for the new Northside Hospital   

 Data and reporting deliverables with our new systems   

 Decommissioning of the systems replaced by the Digital Health Record 

 Substantial cyber and protective security enhancements 

 Completion of the migration to digital records management across ACT Health 

 Ongoing evolution of our client service revolution to improve our service offering to the ACT 
public health system 

  

Holger Kauffman    
Chief Information Officer and Executive Group Manager 
Digital Solutions Division, ACT Health Directorate 
 

+61 2 5124 9000 or acthealthcio@act.gov.au 
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3. Projects and Program  
3.1. Summary Overview  

The Digital Solutions Division (DSD) has a work program with 27 active projects in progress.  
The Division tiers projects from 1 to 4 in accordance with the Portfolio Delivery Framework.  
The Tier 1 projects are the most complex and Tier 4 are considered smaller and less complex. 
 
Projects that have been classified as a Tier 1 or Tier 2 are required to report monthly to the Executive 
Sponsor and Chief Information Officer. The below reporting dashboards are derived from the reports 
submitted by Project Managers for the period ending 16 April 2023.  
 
As reported from the previous reporting period there are still there 2 project tracking red from the 18 
major (Tier 1 and Tier 2). These are the Digital Health Record Business intelligence and Data Project.  
This is due to schedule delays and risks/issues with unplanned complex transformations.  
The other is this Pharmacy Inventory Management System (PIMS). Funding has been declined for the 
Electronic Controlled Drug Register (ECDR). This phase of the project is on hold until a funding source can 
be obtained. 
 
There were no new projects closed during this reporting period.  
 
For this reporting period there were two new projects established.  
The first is for the relocation of the Child & Adolescent Mental Health Services (Southside) (CAMHS) from 
their existing space within Callum Offices to a fit for purpose space on Bowes Street.  
 
The second is the implementation of RAPID, which is a stroke imaging software that will enable 
communication with the NSW stroke services to easily identify suitable patients for endovascular clot 
retrieval.  
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3.2. Notifiable Diseases Management System Status Report  
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3.3. Pharmacy Inventory Management System Status Report  
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3.4. Identity Governance Status Report  
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4. Digital Health Record (DHR)  
4.1. Digital Health Record Program Report  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

91



 

Digital Solutions Division Performance Report  April 2023  Page 26 of 35 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

92



 

Digital Solutions Division Performance Report  April 2023  Page 27 of 35 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

93



94



 

Digital Solutions Division Performance Report  April 2023  Page 29 of 35 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

95



 

Digital Solutions Division Performance Report  April 2023  Page 30 of 35 

 

4.3. Digital Health Record Business Intelligence and Data Project 
Report  
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4.4. Digital Health Record Business Technical Project  
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5. Cyber Security  
5.1. Cyber Incidents  
Details of security related incidents, investigations and requests for information are not shared 
broadly across directorates due to privacy reasons, however statistics for ACT Health and Canberra 
Health Services are below.  

The statistics in the cyber security section are supplied by DDTS quarterly therefor there is no new 
data available to update this report.  

For this reporting period DSD (including our vendors including NTT) have no recorded successful 
cyber attacks on our system and infrastructure. 

 

5.2. Operational Security Updates 

5.2.1. Essential 8 maturity level  

ACT Health has undertaken considerable work to establish the Health Enclave, which has enabled 
us to meet all the Essential 8 elements for hosting. The current maturity levels vary between level 
zero and three, however, ACT Health is on target to achieve a minimum of maturity level two 
across all the Essential 8 elements for hosting by mid 2023. 

At a Whole of Government level, DDTS have a plan to reach maturity level one (the base level) 
over the coming years. Until DDTS reach a similar level of maturity in this space to that in the 
Health Enclave, this will continue to pose a significant security risk to our services and 
infrastructure.  

 

5.2.2. Privileged Account Management  

solution within the Health Enclave. The benefits of this solution include the management of 
privileged accounts, vendor session monitoring/recording and password vault capabilities.  
The PAM solution is now live with multiple systems now being access this way.  
The cyber team is working with the Tech team and system administrators to continue onboarding 
systems and removing individual administrator accounts for system administrators.  

 

5.2.3. Network and device visibility  

DSD have had ForeScout eyeSight and Medigate implemented for several months now.  
These tools have been beneficial to provide visibility over the various ACT Health networks such 
as Pathology, Medical Imaging, Devices, Security and Radiation oncology.  
The security team work proactively with DDTS and CHS to remediate any vulnerabilities that may 
arise. Forescout and Medigate have been impacted by the network modernisation project at CHS, 
which has resulted in the data feeds to break. The Cyber team is working with the DDTS network 
team to restore connectivity so that network visibility is established.  
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5.2.4. Enabling port security on network switches (802.1X) 

DDTS are implementing port level security (802.1X) across the ACTGOV network. 802.1X will 
improve the security posture of the ACTGOV network by preventing unauthorised devices from 
being connected. DSD have worked with DDTS to update all ACTHD network switches to 802.1x 
and are actively working with CHS to enable port security across CHS as part of the DDTS network 
modernisation project in 2022. Resource constraints within DDTS and hospital capacity issues 
within CHS are limiting the progress of this essential work, however plans are in place to 
accelerate this work in early 2023. 

 

5.2.5. Network Monitoring and Segmentation  

DSD has formed a working group with DDTS Security and DDTS Networks to explore network 
segmentation for health systems. This 
networks, limitations of current technologies used across ACTGOV and future requirements. This 
work will continue with the inclusion of the CHS CIO with the aim to implement improved 
network segment
progressed as a broader project, however, it is being addressed as new systems are being brought 
online or migrated to the Health Enclave. 

 

5.2.6. Personnel Security 

We continue to engage the Australian Government Security Vetting Agency (AGSVA) through the 
Justice and Community Safety Directorate to assess various staff within DSD to a Negative Vetting 
Level 1 (NV1).  

The staff that are being vetted are positions of trust and include staff that have elevated/admin 
access to multiple critical systems, can access and extract large amounts of sensitive data, have 
access to the data centres (which require an NV1 clearance) and other activities related to 
protective security functions.  

There are approximately 340 staff that are fully vetted and roughly 25 staff that are in the process 
of being vetted.  
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1. From the Chief Information Officer
 

The Digital Solutions Division (DSD) within ACT Health is responsible for the 
delivery of digital health capabilities across the ACT public health system 
which includes our colleagues in ACT Health, Calvary Public Hospital Bruce, 
Canberra Health Services and Tresillian Queen Elizabeth II Family Centre. 
DSD also provides a range of other services to differing sub-sets of the ACT 
public health system including security, records management, concierge and 
switchboard. Our services are as wide and varied as the ACT public health 
system.  

May was an exciting month for the division, I officially commenced in the 
Chief Information Officer position. In the short few weeks here, I have had 
the opportunity to meet many staff already who have I the pleasure of seeing firsthand the breadth of 
knowledge across the division. Including the high drive to make a positive impact for the health system 
through technological entablements.  

Within my second week the team delivered the first formal upgrade to the DHR system since its 
implementation. The entire process was delivery to a high standard with the evening running smoothly.  

I am looking forwards to seeing what the team can continue to deliver into the future.  

Over the next year, DSD has several important deliverables. Some of the more notable deliverables 
include: 

 Two formal upgrades for the Digital Health Record alongside monthly special updates and weekly 
system changes. 

 Supporting the preparations for operational commissioning of the Critical Services Building at the 
Canberra Hospital campus 

 Participating in the planning for the new Northside Hospital   

 Data and reporting deliverables with our new systems   

 Decommissioning of the systems replaced by the Digital Health Record 

 Substantial cyber and protective security enhancements 

 Completion of the migration to digital records management across ACT Health 

 Ongoing evolution of our client service revolution to improve our service offering to the ACT 
public health system 

  

Holger Kaufmann    
Chief Information Officer and Executive Group Manager 
Digital Solutions Division, ACT Health Directorate 
 

+61 2 5124 9000 or acthealthcio@act.gov.au 
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3. Projects and Program  
3.1. Summary Overview  

The Digital Solutions Division (DSD) has a work program with 27 active projects in progress.  
The Division tiers projects from 1 to 4 in accordance with the Portfolio Delivery Framework.  
The Tier 1 projects are the most complex and Tier 4 are considered smaller and less complex. 
 
Projects that have been classified as a Tier 1 or Tier 2 are required to report monthly to the Executive 
Sponsor and Chief Information Officer. The below reporting dashboards are derived from the reports 
submitted by Project Managers for the period ending 14 May 2023.  
 
Two projects are tracking red from the 18 major (Tier 1 and Tier 2). The first is the Digital Health Record 
Business intelligence and Data Project. This is due to schedule delays and risks/issues with unplanned 
complex transformations.  
The second is this Pharmacy Inventory Management System (PIMS). Funding has been declined for the 
Electronic Controlled Drug Register (ECDR). This phase of the project is on hold until a funding source can 
be obtained. 
 
For this reporting period there were no new projects closed or established.  
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3.2. Notifiable Diseases Management System Status Report  
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3.3. Pharmacy Inventory Management System Status Report  
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3.4. Identity Governance Status Report  
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4. Digital Health Record (DHR)  
4.1. Digital Health Record Program Report  
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4.4. Digital Health Record Business Technical Project  
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5. Cyber Security  
5.1. Cyber Incidents  
Details of security related incidents, investigations and requests for information are not shared broadly 
across directorates due to privacy reasons, however statistics for ACT Health and Canberra Health 
Services are below.  

The statistics in the cyber security section are supplied by DDTS quarterly the most recent information 
available is from the January 2023  March 2023 period.   

For this reporting period DSD (including our vendors including NTT) have no recorded successful cyber 
attacks on our system and infrastructure. 

Investigations and Requests for information (12)  

Date Reference Investigation/RFI Directorate Status 
31/03/2023  SEC-IST-23-081   E-discovery: Files  HD  Closed - Fully Resolved 
6/03/2023  SEC-IST-23-055   E-discovery: Email  HD  Closed - Fully Resolved 
1/03/2023  SEC-IST-23-050   E-discovery: Email  HD  Closed - Fully Resolved 
1/03/2023  SEC-IST-23-049   E-discovery: Email  HD  Closed - Fully Resolved 
1/03/2023  SEC-IST-23-048   E-discovery: Email  HD  Closed - Fully Resolved 
14/02/2023  SEC-IST-23-035   E-discovery: Logon  HD  Closed - Fully Resolved 
6/02/2023  SEC-IST-23-030   E-discovery: Email  HD  Closed - Fully Resolved 
25/01/2023  SEC-IST-23-019   E-discovery: Email  HD  Closed - Fully Resolved 
25/01/2023  SEC-IST-23-018   E-discovery: Email  HD  Closed - Fully Resolved 
17/01/2023  SEC-IST-23-011   E-discovery: Files and Logon  HD  Closed - Fully Resolved 
16/01/2023  SEC-IST-23-009   E-discovery: Email  HD  Closed - Fully Resolved 
4/01/2023  SEC-IST-23-002   E-discovery: Email  HD  Closed - Fully Resolved 

  Incidents (8) 

Date Reference Incident Type Directorate Status 
23/03/2023  SEC-IST-23-076  Phishing  HD  Closed - Fully Resolved  
8/03/2023  SEC-IST-23-058  Data Spill  HD  In Progress  
22/02/2023  SEC-IST-23-043  Process Failure  HD  Closed - Fully Resolved  
20/02/2023  SEC-IST-23-041  Phishing  HD  Closed - Fully Resolved  
2/02/2023  SEC-IST-23-028  Device Based 

Threats  
HD  Closed - Fully Resolved  

27/01/2023  SEC-IST-23-025  Device Based 
Threats  

HD  Closed - Fully Resolved  

6/01/2023  SEC-IST-23-004  Device Based 
Threats  

HD  Closed - Fully Resolved  

4/01/2023  SEC-IST-23-001  Account 
Compromise  

HD  Closed - Fully Resolved  
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5.2. Operational Security Updates 

5.2.1. Essential 8 maturity level  

The ACT Health for several months now and work is still 
ongoing to ensure the Enclave meets all Essential 8 elements for hosting. Work is actively ongoing 
to achieve the minimum maturity level of two across all the Essential 8 elements for hosting.  
 

5.2.2. Privileged Account Management  

solution within the Health Enclave. The benefits of this solution include the management of 
privileged accounts, vendor session monitoring/recording and password vault capabilities.  
The PAM solution is now live, and 28 systems have been onboarded. The ACTHD cyber team is 
working with the ACTHD Tech team and system administrators to continue onboarding systems 
and removing individual administrator accounts for system administrators.  

 

5.2.3. Network and device visibility  

The Forescout and Medigate tools have been beneficial to provide visibility over the various ACT 
Health networks such as Pathology, Medical Imaging, Devices, Security and Radiation oncology.  
The security team work proactively with DDTS and CHS to remediate any vulnerabilities that may 
arise. Forescout and Medigate have been impacted by the network modernisation project at CHS, 
which has resulted in the data feeds to break. The Cyber team is working with the DDTS network 
team to restore connectivity so that network visibility is established. There has been some 
progress, however, the systems are not yet fully functional.  

 

5.2.4. Enabling port security on network switches (802.1X) 

DDTS are implementing port level security (802.1X) across the ACTGOV network, which will 
improve the security posture of the ACTGOV network by preventing unauthorised devices from 
being connected. DSD have worked with DDTS to update all ACTHD network switches to 802.1x 
and are actively working with CHS to enable port security across CHS as part of the DDTS network 
modernisation project in 2022. Resource constraints within DDTS and hospital capacity issues 
within CHS are limiting the progress of this essential work, however plans are in place to 
accelerate this work in early 2023. 

 

5.2.5. Network Monitoring and Segmentation  

DSD has formed a working group with DDTS Security and DDTS Networks to explore network 

networks, limitations of current technologies used across ACTGOV and future requirements. This 
work will continue with the inclusion of the CHS CIO with the aim to implement improved 

progressed as a broader project, however, it is being addressed as new systems are being brought 
online or migrated to the Health Enclave. 
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1. From the Chief Information Officer
 

The Digital Solutions Division (DSD) within ACT Health is responsible for the 
delivery of digital health capabilities across the ACT public health system 
which includes our colleagues in ACT Health, Calvary Public Hospital Bruce, 
Canberra Health Services and Tresillian Queen Elizabeth II Family Centre. 
DSD also provides a range of other services to differing sub-sets of the ACT 
public health system including security, records management, concierge and 
switchboard. Our services are as wide and varied as the ACT public health 
system.  

Over the month there has been a lot of focus from our teams to support on 
the transition for the Northside Hospital. From a technological perspective 
there were many changes required to our ICT Health Systems to support a successful transition.  

As we reflect on the first half of the year the Division has already delivered the first of two formal 
upgrades to the Digital Health Record. Work is still actively underway to support the important 
deliverables still listed below. We are now delivering monthly special updates to continually enhance the 
DHR to meet the needs of the Health Services.  

 

 Over the next year, DSD has several important deliverables. Some of the more notable deliverables 
include: 

 Supporting the preparations for operational commissioning of the Critical Services Building at the 
Canberra Hospital campus 

 Participating in the planning for the new Northside Hospital   

 Data and reporting deliverables with our new systems   

 Decommissioning of the systems replaced by the Digital Health Record 

 Substantial cyber and protective security enhancements 

 Completion of the migration to digital records management across ACT Health 

 Ongoing evolution of our client service revolution to improve our service offering to the ACT 
public health system 

  

Holger Kaufmann    
Chief Information Officer and Executive Group Manager 
Digital Solutions Division, ACT Health Directorate 
 

+61 2 5124 9000 or acthealthcio@act.gov.au 
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Once the entry was removed and 
re-entered the link began working 
again. 
Root cause has been narrowed 
down to two potential issues that 
the system admins are still 
reviewing. 

Sectra PACS - 
System Logon 
Issues 

The Sectra PACS was unavailable 
for a short duration of time.  
The vendor was required to 
investigate the issue and it had 
been determined that there was 
an issue with one of the services 
on the database cluster.  
Restarting that service resolved 
the outage. 

47 
Minutes  

DSD-353581 P2 

HEALTH users 
affected Outlook / 
Webex / 
Sharepoint / 
Riskman login 
issues 

Health Staff were unable to access 
any web-based applications that 
required Microsoft Authentication 
to access. This issue was caused 
due to the active node on SQL 
Cluster PRDGEO001PN2 dying and 
not being able to fail over 
correctly. 
Once the file share between 2 and 
1 had been fixed and SQL services 
were restarted services started 
working correctly. 

Partial 
outage 
over 6 
Hours & 
51 
Minutes 

DSD-355970 P2 

PICS - Database 
Offline 

It had been identified that staff 
were having issues with PICS 
during the outage. An error 
advising that the database was 
down had been observed by staff. 
Initial troubleshooting led to 
believe that the database had 
filled to capacity.  

During DDTS investigation, it 
appeared that the database was in 
the process of cleaning itself up. 
After this had been observed, the 
database had connected, and PICS 
was operational once again. 
A root cause investigation into the 
self-recovery is currently 
underway by the vendor. 

Partial 
outage 
over 1 
Hour & 
20 
Minutes  

DSD-358491 P2 
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3. Projects and Program  
3.1. Summary Overview  

The Digital Solutions Division (DSD) has a work program with 25 active projects in progress.  
The Division tiers projects from 1 to 4 in accordance with the Portfolio Delivery Framework.  
The Tier 1 projects are the most complex and Tier 4 are considered smaller and less complex. 
 
Projects that have been classified as a Tier 1 or Tier 2 are required to report monthly to the Executive 
Sponsor and Chief Information Officer. The below reporting dashboards are derived from the reports 
submitted by Project Managers for the period ending 11 June 2023.  
 
Out of the 15 major (Tier 1 and Tier 2) there is only one project tracking red which is the Pharmacy 
Inventory Management System (PIMS). This remains barely a minimum viable product with significant 
amount of resource time being dedicated to basic operations. Key fixes are to be included in the June 
upgrade but a release date and testing schedule is yet to be provided. The Electronic Controlled Drug 
Register (ECDR) is awaiting a formal decision after being presented to the Digital Committee.  
 
For this reporting period, there were two new projects established. The first in an expansion of the ACT 
Pathology Laboratory, DSD will be responsible for the delivery of the ICT requirements of this project. The 
second is the procurement and implementation of a new environmental monitoring system for the ACT 
Government Analytical Laboratory.  
 
The DHR Program was formally closed in March 2023, project status reports are no longer produced. 
Governance for the DHR is being managed through the Health ICT Governance Structure with support 
from the Health Services. 
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3.1. Digital Solutions Divisions Portfolio Dashboard  
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3.2. Notifiable Diseases Management System Status Report  
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3.3. Pharmacy Inventory Management System Status Report  
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3.4. Identity Governance Status Report  
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4. Cyber Security  
4.1. Cyber Incidents  
Details of security related incidents, investigations and requests for information are not shared broadly 
across directorates due to privacy reasons, however statistics for ACT Health and Canberra Health 
Services are below.  

The latest statistics in this section have not been updated as the most recent report provided by DDTS 
is still from the January 2023  March 2023 quarter.  

For this reporting period DSD (including our vendors including NTT) have no recorded successful cyber 
attacks on our system and infrastructure. 

Of note is the security breach that affected the Barracuda email gateway, investigation and analysis 
have been underway.  

Investigations and Requests for information (12)  

Date Reference Investigation/RFI Directorate Status 
31/03/2023  SEC-IST-23-081   E-discovery: Files  HD  Closed - Fully Resolved 
6/03/2023  SEC-IST-23-055   E-discovery: Email  HD  Closed - Fully Resolved 
1/03/2023  SEC-IST-23-050   E-discovery: Email  HD  Closed - Fully Resolved 
1/03/2023  SEC-IST-23-049   E-discovery: Email  HD  Closed - Fully Resolved 
1/03/2023  SEC-IST-23-048   E-discovery: Email  HD  Closed - Fully Resolved 
14/02/2023  SEC-IST-23-035   E-discovery: Logon  HD  Closed - Fully Resolved 
6/02/2023  SEC-IST-23-030   E-discovery: Email  HD  Closed - Fully Resolved 
25/01/2023  SEC-IST-23-019   E-discovery: Email  HD  Closed - Fully Resolved 
25/01/2023  SEC-IST-23-018   E-discovery: Email  HD  Closed - Fully Resolved 
17/01/2023  SEC-IST-23-011   E-discovery: Files and Logon  HD  Closed - Fully Resolved 
16/01/2023  SEC-IST-23-009   E-discovery: Email  HD  Closed - Fully Resolved 
4/01/2023  SEC-IST-23-002   E-discovery: Email  HD  Closed - Fully Resolved 

  Incidents (8) 

Date Reference Incident Type Directorate Status 
23/03/2023  SEC-IST-23-076  Phishing  HD  Closed - Fully Resolved  
8/03/2023  SEC-IST-23-058  Data Spill  HD  In Progress  
22/02/2023  SEC-IST-23-043  Process Failure  HD  Closed - Fully Resolved  
20/02/2023  SEC-IST-23-041  Phishing  HD  Closed - Fully Resolved  
2/02/2023  SEC-IST-23-028  Device Based 

Threats  
HD  Closed - Fully Resolved  

27/01/2023  SEC-IST-23-025  Device Based 
Threats  

HD  Closed - Fully Resolved  

6/01/2023  SEC-IST-23-004  Device Based 
Threats  

HD  Closed - Fully Resolved  

4/01/2023  SEC-IST-23-001  Account 
Compromise  

HD  Closed - Fully Resolved  
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4.2. Operational Security Updates 

4.2.1. Essential 8 maturity level  

The ACT Health for several months now and work is still 
ongoing to ensure the Enclave meets all Essential 8 elements for hosting. Work is actively ongoing 
to achieve the minimum maturity level of two across all the Essential 8 elements for hosting.  
 

4.2.2. Privileged Account Management  

solution within the Health Enclave. The benefits of this solution include the management of 
privileged accounts, vendor session monitoring/recording and password vault capabilities.  
The PAM solution is now live, and 28 systems have been onboarded. The ACTHD cyber team is 
working with the ACTHD Tech team and system administrators to continue onboarding systems 
and removing individual administrator accounts for system administrators.  

 

4.2.3. Network and device visibility  

The Forescout and Medigate tools have been beneficial to provide visibility over the various ACT 
Health networks such as Pathology, Medical Imaging, Devices, Security and Radiation oncology.  
The security team work proactively with DDTS and CHS to remediate any vulnerabilities that may 
arise. Forescout and Medigate have been impacted by the network modernisation project at CHS, 
which has resulted in the data feeds to break. The Cyber team is working with the DDTS network 
team to restore connectivity so that network visibility is established. There has been some 
progress, however, the systems are not yet fully functional.  

 

4.2.4. Enabling port security on network switches (802.1X) 

DDTS are implementing port level security (802.1X) across the ACTGOV network, which will 
improve the security posture of the ACTGOV network by preventing unauthorised devices from 
being connected. DSD have worked with DDTS to update all ACTHD network switches to 802.1x 
and are actively working with CHS to enable port security across CHS as part of the DDTS network 
modernisation project in 2022. Resource constraints within DDTS and hospital capacity issues 
within CHS are limiting the progress of this essential work. 

 

4.2.5. Network Monitoring and Segmentation  

DSD has formed a working group with DDTS Security and DDTS Networks to explore network 

networks, limitations of current technologies used across ACTGOV and future requirements. This 
work will continue with the inclusion of the CHS CIO with the aim to implement improved 

progressed as a broader project, however, it is being addressed as new systems are being brought 
online or migrated to the Health Enclave. 
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